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Employers Offering Health Benefits 
Can No Longer Ignore HIPAA              

Recent Changes Provide for Affirmative Public Disclosure of Privacy 
Breaches, Significant New Penalties, New Obligations Under HIPAA 
and the Expansion of HIPAA’s Reach to Business Associates                                                                                           

If you are an employer offering health insurance to your employees (a Health Plan 

Sponsor), you know that your group health plan (including any medical, dental, vision 

and health FSA benefits) is considered a “covered entity” under the HIPAA privacy and 

security rules.  For many of you who are Health Plan Sponsors, HIPAA privacy and security 

compliance was a one-time event involving a plan amendment, a few changes to vendor 

agreements, a notice to plan participants and some training.  You may even have draft 

privacy policies somewhere on your desk.  [Who even remembers what HIPAA stands for 

anyway?]  Unfortunately, Health Plan Sponsors can no longer ignore HIPAA.  [By the way, 

in case you forgot, HIPAA stands for the Health Insurance Portability and Accountability 

Act of 1996.]

Overview of  Key Changes

Recent changes to HIPAA – many of which are effective in February 2010 – mean that 

Health Plan Sponsors should renew their focus on HIPAA privacy and security compliance 

now.  As is explained in greater detail below, there are three main reasons for Health Plan 

Sponsors to care about HIPAA privacy and security compliance again:

>> Most breaches of HIPAA-protected information (referred to as protected health 

information or PHI) must now affirmatively be disclosed to the affected individuals, 

the government and, in some cases, prominent media outlets.

>> The penalties for a breach of HIPAA’s privacy and security rules have increased sig-

nificantly and the federal government is “on record” that enforcement will become 

a higher priority.  In addition, Health Plan Sponsors can now be directly sued by a 

state attorney general for HIPAA violations.

>> HIPAA imposes new requirements on group health plans and its reach has been 

expanded to apply directly to many of the entities Health Plan Sponsors contract 

with (i.e., business associates) to offer health benefits to their employees.

This client alert focuses on these recent HIPAA-related changes and how they affect 

Health Plan Sponsors (as the representative of the employer’s group health plan, which 



2

     Client Alert        November 2009

   Employee Benefits & Executive Compensation Practice Group           www.drinkerbiddle.com

is a covered entity under HIPAA).  A list of recommended steps that a Health Plan Spon-

sor should take in response to these developments is included at the end of this alert.  

Drinker Biddle also prepared a client alert in September 2009 entitled “Covered Entities 

and Business Associates Must Comply with New Federal Notification Requirements for 

Breaches of Unsecured Protected Health Information” that focuses on the impact of the 

new breach reporting rules (as they apply to all types of covered entities).  Click here to 

view a copy of the alert.

More Detail on the Key HIPAA Changes

The law that is responsible for many of these changes is contained in the Health Infor-

mation Technology for Economic and Clinical Health Act (HITECH Act) and interim final 

regulations issued by the Department of Health and Human Services (HHS).  A refresher 

of key HIPAA terms is provided in the chart on page 6.

Notification of Breach of Unsecured PHI:  Under pre-HITECH Act HIPAA rules, a group 

health plan was required to disclose a breach of the privacy rules to an affected indi-

vidual if that person exercised his or her right to an accounting of disclosures but group 

health plans were not subject to a general affirmative duty to report such disclosures.  

The HITECH Act creates a new, affirmative notice requirement for Health Plan Sponsors 

and business associates that discover a breach of an individual’s “unsecured” PHI if such 

breach constitutes significant risk of financial, reputational or other harm to an individual.  

Following a discovery of a potentially harmful breach of unsecured PHI, a covered en-

tity must notify the individuals affected by a breach, HHS and, in certain circumstances, 

prominent local media outlets.  These notifications generally must be made without “un-

reasonable delay” and no later than 60 days after discovery of the breach (although annu-

al reporting to HHS of aggregate data is permitted for breaches affecting fewer than 500 

individuals).  Similarly, business associates are required to notify the Health Plan Sponsor 

of any potentially harmful breaches of unsecured PHI.  Note that the reporting obligation 

is triggered on the date anyone within the organization has knowledge of the breach – 

meaning that Health Plan Sponsors should take affirmative steps to ensure that a plan’s 

workforce is appropriately trained to report breaches to the plan’s privacy official.

In August 2009, HHS issued interim final regulations providing guidance on how to se-

cure PHI and comply with the notification requirements if there is a breach of unsecured 

PHI.  Generally, PHI is “secured” (and therefore not subject to the breach notification 

rules) if the PHI is encrypted or destroyed using technology standards approved by HHS.  

Health Plan Sponsors will want to evaluate whether it is appropriate to secure PHI using 

the new standards.  If PHI is not secured, Health Plan Sponsors should review and update 

their privacy and security policies and procedures to ensure timely identification and 

reporting of breaches.  Implementation of other safeguards and thorough training of the 

plan’s workforce may go a long way to avoiding breaches that would trigger the notice 

obligations.  Health Plan Sponsors also will need to coordinate with their business associ-

ates to ensure timely notification of breaches.

Increased Penalties and Enhanced Enforcement:  The framework of civil monetary pen-

alties and enforcement is expanded under the HITECH Act.  Under the new structure:

(1) higher federal civil monetary penalties apply, with minimum penalties varying based 

on the person’s level of culpability (see the chart on page 6); 

http://www.drinkerbiddle.com/publications/Detail.aspx?pub=1943
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(2) previously available affirmative defenses are modified, and generally only available 

if a violation is corrected (i.e., if a Health Plan Sponsor exercises reasonable diligence to 

comply and discovers a violation but takes no steps to correct such violation, the Health 

Plan Sponsor will likely be penalized); 

(3) HHS must formally investigate any complaint that suggests a violation due to willful 

neglect and must impose civil monetary penalties for violations that result from willful 

neglect; and 

(4) state attorneys general are authorized to bring civil actions on behalf of state resi-

dents in federal district court for HIPAA privacy and security rules violations to obtain 

injunctive relief or financial damages ($100 per violation up to $25,000 for all similar 

violations within a calendar year).  

Direct Application to Business Associates: Not only does the HITECH Act impose new 

obligations on group health plans, it also for the first time directly regulates HIPAA busi-

ness associates that have access to health plan participant information in the course of 

performing services for the group health plan.  A Health Plan Sponsor typically has rela-

tionships with many business associates including third-party administrators, accounting 

firms, law firms, insurance brokers and consulting firms.  Although business associates 

have traditionally been bound by a contractual obligation to adhere to the specific privacy 

and security terms in a written business associate agreement, the HITECH Act requires 

that some of the HIPAA privacy rule requirements and many of the HIPAA security rule 

standards, for administrative, physical and technical safeguards and policies and proce-

dures and documentation requirements, apply directly to business associates in the same 

way as those standards have previously been applied to covered entities.  Business as-

sociates are now subject to the same penalties and enforcement mechanisms applicable 

to group health plan.

Other Changes to Note:  As is mentioned above, Health Plan Sponsors should be aware 

that the HIPAA privacy and security rules have also been expanded as follows:

>> Changes to the Minimum Necessary Rule.  Health Plan Sponsors must already 

comply with the minimum necessary rule when disclosing PHI to others.  Under 

the HITECH Act, HHS is required to issue guidance regarding what constitutes the 

“minimum necessary” amount of PHI which may be used or disclosed to accom-

plish the purpose of such use or disclosure.  Until that guidance is issued, a Health 

Plan Sponsor must limit its use and disclosure of PHI to information in a “limited 

data set,” to the extent practicable.  A limited data set excludes direct-identifiers, 

but allows disclosure of more information than pure “de-identified information.”  

For example, a limited data set may include certain potentially identifying informa-

tion such as birth date, admission and discharge date, and certain elements of an 

individual’s address.  

>> Expanded Accounting of Disclosure Requirement.  Prior to HITECH, a Health Plan 

Sponsor didn’t have to worry about making an accounting of disclosures for pur-

poses of treatment, payment or health care operations.  HITECH limits this excep-

tion and once this provision is effective (2011 at the earliest), Health Plan Sponsors 

will be required to include disclosures of PHI contained in electronic health records 

when disclosed for purposes of treatment, payment or health care operations.  The 

accounting must include information about disclosures made during the three-year 

period ending on the date of the accounting request.  HHS is required to issue 

regulations implementing this requirement.
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>> Individuals Have Increased Access to PHI and Can Restrict Disclosures.  Under the 

HITECH Act, individuals may request electronic access to PHI maintained in elec-

tronic health records and may request the electronic transmission of such elec-

tronic health record to a designated third party.  Additionally, an individual may 

direct a provider not to share the individual’s PHI with the individual’s group health 

plan if the individual pays for the item or service in full, out-of-pocket (prior to the 

HITECH Act, providers were not required to implement such restriction requests); 

this requirement does not apply to disclosures for treatment purposes.

>> There Are Also New Restrictions on the Sale of PHI and an Expanded Definition of 

Marketing.  While these rules are applicable to all covered entities, the traditional 

group health plan may not be affected significantly by this rule change.  Several 

provisions in the HITECH Act appear designed to allow traditional group health 

plan activities (e.g., disease management and wellness programs) to continue 

unaffected by the marketing restrictions, but more guidance from HHS on the 

application of these restrictions to group health plans would be helpful.

Interaction of GINA and HIPAA Privacy

The Genetic Information Nondiscrimination Act of 2008 (GINA) restricts the use and 

disclosure of genetic information and required HHS to modify the HIPAA privacy rules to 

implement corresponding changes.  GINA includes a number of other changes affecting 

group health plans, especially wellness programs.  Click here to view the Drinker Biddle 

client alert on GINA and wellness programs.

GINA makes explicit that PHI includes an individual’s genetic information (this was previ-

ously HHS’s interpretation but the new law is helpful confirmation).  In addition, GINA 

generally prohibits group health plans from using or disclosing genetic information for 

“underwriting purposes.”  Genetic information means, with respect to a particular indi-

vidual, the individual’s (or his/her family members’) genetic tests, the manifestation of a 

disease or disorder in the individual’s family members or any request for (or receipt of) 

genetic services by the individual or any family member of the individual. Genetic infor-

mation does not include information about a disease or disorder manifest in the indi-

vidual himself/herself.  Underwriting purposes is broadly defined and includes anything 

related to eligibility determinations (including enrollment), adjustment of cost-sharing 

mechanisms and application of any pre-existing condition exclusion as well as any other 

activity related to the creation, renewal or replacement of coverage.  Prior to GINA, the 

HIPAA privacy rule broadly permitted a variety of uses and disclosures for payment and 

health care operations that would fall within the scope of underwriting purposes and 

Health Plan Sponsors should update their policies and procedures to reflect the new 

restrictions.  HHS has issued proposed regulations to implement GINA’s requirements 

(published October 7, 2009).  If the proposed rules are finalized, these regulations would 

require group health plans to include a statement about the prohibition on the use of 

genetic information for underwriting purposes in the plan’s notice of privacy practices.

Effective Dates

The effective dates of these provisions vary.  The higher civil penalties are effective 

now.  The breach notification rules became effective September 23, 2009.  Most of the 

http://www.drinkerbiddle.com/publications/Detail.aspx?pub=1979
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remaining HITECH provisions are effective February 17, 2010, although some provisions 

will take effect at various times over the next several years as additional guidance is 

issued (such as the expanded accounting of disclosure requirement).  GINA’s restrictions 

are generally effective for plan years beginning on or after May 21, 2009.

Health Plan Sponsor Action Required

Health Plan Sponsors should review their prior HIPAA privacy and security compliance 

efforts, determine where there may be compliance gaps, and implement updated policies 

and procedures.  Action steps include:

ͻͻ Reviewing existing business associate agreements and implementing new agree-

ments (which will be necessary in almost all cases).

ͻͻ Reviewing the standards for “securing” PHI and implementing as appropriate. 

Alternatively, establishing procedures to identify breaches and provide the required 

notifications.  Remember, many breaches of PHI must now be communicated to the 

affected participants, the government and, in some cases, prominent local medial 

outlets. Also, the penalties related to the breach have increased dramatically.  To 

the extent possible, it now makes even more sense for Health Plan Sponsors to take 

steps in advance to prevent such breaches from occurring.

ͻͻ Reviewing existing administrative, technical and physical safeguards and imple-

menting additional safeguards as necessary.  These safeguards continue to be 

required by the HIPAA privacy and security rules and the higher penalties can be 

applied to violations of these safeguards.

ͻͻ Reviewing the plan’s minimum necessary standards and revising to accommodate 

the limited data set requirement, as appropriate.

ͻͻ Reviewing and updating the plan’s administrative practices and all privacy and se-

curity policies and procedures to address the expanded rules, especially the breach 

notification requirements and the prohibition on the use of genetic information for 

underwriting purposes.

ͻͻ Updating the plan’s privacy notice to incorporate GINA’s restrictions and appropri-

ate HITECH changes.

ͻͻ Training the plan’s workforce members.  Note:  Training is not only a good busi-

ness practice, it is specifically required by the law.  For example, training must 

include information on the policies and procedures that implement the breach noti-

fication rules.  It makes sense to remind the employees who do work for the health 

plan about the old HIPAA privacy and security rules, as well as explain the changes 

to HIPAA and the steps the Health Plan Sponsor is taking to further protect PHI to 

avoid violations and their consequences.  Individuals should be informed about 

the significantly higher civil penalties.  Health Plan Sponsors and business associ-

ates must: (1) impose sanctions for any failure to comply with these policies and 

procedures; (2) permit individuals to file complaints regarding these policies and 

procedures (or a failure to comply with them); and (3) refrain from intimidating or 

retaliatory acts against complainants and those exercising their HIPAA rights.

ͻͻ Monitoring future developments to be able to implement new regulatory guidance 

when issued.
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New HIPAA Civil Penalties

Culpability Standard
Minimum 
Penalty        

(per violation)

Maximum 
Penalty        

(per violation)

Total Aggregate Maximum 
Penalty

No Knowledge (if a person does not 
know, and by exercising reasonable 
diligence would not have known, of 
the violation)

$100 $50,000 

$1.5 million (for all violations 
of an identical requirement or 
prohibition during a calendar 
year)

Reasonable Cause (if a violation 
is due to reasonable cause and not 
willful neglect)

$1,000 $50,000

Willful Neglect – Corrected (if a 
violation is due to willful neglect, but 
was corrected)

$10,000 $50,000 

Willful Neglect – Not Corrected 
(where a violation is due to willful 
neglect, but was not corrected)

$50,000 None

HIPAA Privacy & Security Refresher 

Key Terms

Business Associate A health plan service provider that (i) performs on behalf of the plan any of several 
covered functions (such as claim processing, utilization review, benefit management 
or repricing) or (ii) provides to the plan any of the several specified services (such 
as actuarial, accounting, consulting, management, administrative, or financial 
services).  This may include your broker, TPA, accounting firm, consulting firm 
and/or law firm.

Covered Entity One of the three types of entities (certain health care providers, health care 
clearinghouses and health plans) that are subject to HIPAA.  This client alert 
is written to apply to Health Plan Sponsors, in the role as the sponsor of a 
covered entity.

Group Health Plan Health insurers, HMOs, various governmental medical programs and employer-
sponsored group health benefit plans (such as medical, dental, vision, prescription 
drug, health flexible spending account and long-term care plans and some 
employee assistance programs). 

Protected Health 
Information (PHI)

Individually identifiable health information that is transmitted or maintained in any 
form or medium and that relates to the past, present or future physical or mental 
health or condition of a participant, the provision of health care to a participant, 
or the past, present, or future payment for the provision of medical care to a 
participant.  Information is individually identifiable if it either actually identifies an 
individual or contains enough specific information to do so.

A Word About Fully Insured Plans…Fully insured group health plans are considered “covered entities” 
even though the insurer or HMO itself is also a covered entity.  Compliance generally may be easier for 
an employer that only offers an insured health plan to its employees, but the same rules generally ap-
ply.  This is because HIPAA does provide some limited exceptions for a group health plan that provides 
benefits solely through an insurance or HMO contract if the plan does not create or receive any PHI except 
“summary” information and enrollment/disenrollment information.  Note, however, that a health care flex-
ible spending account is considered a self-funded group health plan and, therefore, most employers will 
find it necessary to take some minimum steps to comply with HIPAA’s requirements for this FSA benefit.
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